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ABSTRACT: Artificial intelligence is increasingly shaping the digital environments in 

which children learn, communicate, and socialize. While AI-driven technologies create 

valuable opportunities for education, creativity, and online safety, they also expose children 

to risks such as harmful content, digital addiction, online grooming, and deepfake 

exploitation. This study examines the sociological, legal, and economic dimensions of AI-

driven child protection through an interdisciplinary qualitative approach. It analyzes the 

impact of AI on children’s emotional development and online experiences, compares 

regulatory approaches in the United States and the European Union, and evaluates the role 

of trustworthy AI in content moderation and online safety.  

The article argues that effective child protection cannot rely solely on restrictive legislation. 

Instead, responsible AI governance requires a combination of legal safeguards, ethical 

corporate responsibility, digital literacy, transparency, and meaningful human oversight. 

Ultimately, the study concludes that AI should be understood as a dual-use technology 

capable of both harm and protection, whose societal impact depends largely on the ethical 

and regulatory frameworks governing its development and deployment. 

 

KEYWORDS : AI ; children’s rights ; child protection ; U.S. ; European Union ; DSA ; AI 

Act 

JEL Classification : K24, O33, I28 

 

 

DOI: 10.62838/cjjc-2024-0082 

 

 

1. INTRODUCTION 

 

Technology plays an increasingly significant role in childhood development, 

presenting both opportunities and risks. On the one hand, studies indicate that excessive 

screen time may negatively affect children’s social skills (UNESCO 2023), contribute to 

shorter attention spans, and impair emotional regulation (American Psychological 

Association 2023). Moreover, AI-driven digital content is often specifically designed to 

maximize engagement, which can foster unhealthy patterns of digital dependency and 

reduce meaningful real-world social interaction. On the other hand, the responsible 
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integration of artificial intelligence can substantially enhance education and creativity. 

Virtual reality (VR) technologies, for example, can transform history lessons into 

immersive experiences, while AI-assisted storytelling platforms encourage children to 

explore creativity and develop narrative skills (American University 2023). The central 

challenge, therefore, lies in achieving an appropriate balance: utilizing AI as a tool for 

educational enrichment without allowing it to dominate childhood experiences. At the 

same time, recent tragedies and public controversies surrounding the uninformed 

development and use of AI systems highlight the importance of exercising caution 

regarding the timing, context, and methods of AI implementation in educational settings 

(SINGER 2025). 

Recent constitutional and ethical scholarship on artificial intelligence further 

emphasizes that children are increasingly growing up in environments where AI systems 

function not merely as tools, but as emotionally interactive entities. Scholars examining 

the phenomenon of “deadbots” - AI systems capable of replicating deceased individuals 

through previously collected digital data - warn that emotionally immersive AI 

technologies may fundamentally reshape children’s understanding of grief, attachment, 

and authentic human relationships. The normalization of emotionally responsive AI 

companions may weaken emotional resilience and blur the boundaries between reality and 

artificial interaction, particularly among younger users whose emotional and social 

development is still ongoing (HOLLANEK 2024). 

Concerns surrounding children’s emotional reliance on AI are reinforced by recent 

empirical findings. According to a 2025 report by Internet Matters, 12% of children 

reported using AI chatbots because they felt they had no one else to talk to, with the figure 

rising to 23% among vulnerable children. Additionally, 35% of children stated that 

interacting with chatbots feels similar to talking to a friend, increasing to 50% among 

vulnerable groups. The report also found that 58% of children considered using chatbots 

more effective than conducting independent information searches, while 40% expressed 

no concerns about following chatbot advice at all (Internet Matters 2025). 

The broader ethical concerns raised by these developments are closely connected to 

the concept of human dignity. Human dignity is widely regarded as inviolable and 

represents an inherent worth shared equally by all persons (DE BAETS 2023). As a 

foundational principle of international human rights law - particularly within the European 

legal tradition, which has deep roots in Christian thought - dignity occupies a central role 

in the protection of individual rights. While debates surrounding life after death remain 

philosophical and theological in nature, the principle of dignity should not cease upon 

death. On the contrary, preserving the dignity of deceased individuals remains essential, 

particularly because they are no longer able to protect their own interests or reputation 

(MUDERS 2020). Attitudes toward this issue differ considerably between legal traditions. 

Within the common law tradition, defamatory statements concerning deceased individuals 

generally do not provide grounds for legal action by relatives or organizations tasked with 

protecting the deceased’s reputation. In contrast, the continental legal tradition has 

recognized broader protections. Notably, in its landmark Mephisto decision (2007, 1 BvR 

1783/05), the Bundesverfassungsgericht recognized posthumous personality rights 

grounded in the principle of human dignity. 
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The development of deadbots capable of replicating an individual’s personality 

requires access to substantial amounts of personal data, including highly sensitive 

information. Ideally, the use of a deceased person’s data for AI training purposes should 

be based on that individual’s prior consent in order to ensure the greatest possible 

protection of their dignity. However, important debates remain regarding the scope and 

limits of such consent. Even where consent has been granted, ethical concerns persist, 

particularly where AI-generated replicas or deepfakes may damage the deceased person’s 

honor, reputation, or dignity, thereby causing emotional harm to surviving loved ones. This 

is particularly concerning when it comes to vulnerable populations, such as children 

(SATELL 2024: 15–24). 

Against this background, the present study examines how artificial intelligence can be 

effectively integrated into online child protection efforts while simultaneously addressing 

concerns relating to privacy, environmental sustainability, and practical implementation 

challenges. The study hypothesizes that integrating AI within the economic, sociological, 

and legal frameworks of content moderation can significantly improve the protection of 

children from harmful online content while complementing - rather than replacing - 

existing regulatory measures. 

This research adopts an interdisciplinary qualitative methodology to examine the role 

of artificial intelligence in online child protection from economic, sociological, and legal 

perspectives. The analysis is primarily based on doctrinal legal research, literature review, 

and policy analysis, supplemented by a comparative examination of regulatory approaches 

in the United States and the European Union. 

The legal analysis focuses on both existing and emerging regulatory frameworks 

concerning artificial intelligence, online platforms, data protection, and child safety. The 

United States prioritizes maintaining global leadership in artificial intelligence, 

particularly in response to growing competition from China (KAYAALP et al. 2025). 

Simultaneously, the U.S. government’s increasing investment in AI services provided by 

OpenAI (FIELD 2025) signals a broader integration of AI technologies into public 

administration, potentially transforming child protection mechanisms, including foster 

care systems and online safety initiatives. In contrast, the European Union approaches 

these issues with a considerably stronger emphasis on data protection and privacy concerns 

(DEWITTE 2025). At the same time, several lawsuits in the United States seek to challenge 

the policies of the current historically pro-AI administration (CAMERON 2025: 5). In this 

article, particular attention is devoted to legal instruments such as the GDPR, the Digital 

Services Act (DSA), the Digital Markets Act (DMA), COPPA, FERPA, and relevant state-

level initiatives in the United States. The study also examines the differing regulatory 

philosophies of the EU and the U.S., particularly regarding the balance between 

innovation, data protection, and online safety. 

From a sociological perspective, the article evaluates the societal effects of AI-driven 

online environments on children, including issues related to digital addiction, algorithmic 

content recommendation systems, online grooming, misinformation, emotional 

development, and AI literacy. The analysis relies on secondary sources, including 

academic scholarship, institutional reports, policy publications, and media coverage 

addressing the psychological and social consequences of AI-mediated interactions. The 

economic dimension of the research examines the rapidly expanding market for AI-based 

content moderation technologies and the broader economic incentives surrounding the 
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development of trustworthy AI systems. This includes assessing the costs and benefits of 

automated moderation tools, the role of AI in supporting platform compliance, and the 

relationship between child safety, consumer trust, and technological competitiveness. 

The study adopts a comparative and analytical approach rather than an empirical one. 

It does not involve primary data collection, interviews, or quantitative statistical analysis. 

Instead, the research synthesizes existing academic literature, legal materials, institutional 

reports, and contemporary case studies in order to identify key trends, regulatory 

challenges, and policy considerations surrounding AI-based child protection mechanisms. 

The overarching objective of this methodology is to provide a comprehensive 

understanding of how AI governance frameworks can simultaneously promote innovation, 

support economic development, and ensure the protection of children within digital 

environments. 

 

2. AI-DRIVEN THREATS AND OPPORTUNITIES IN CHILD 

PROTECTION 

 

The rapid expansion of digital platforms and AI-driven online environments has 

fundamentally transformed the way children interact, learn, and socialize. While 

technological innovation offers unprecedented educational and communicative 

opportunities, it simultaneously exposes children to harmful, exploitative, and 

manipulative online content. Policymakers worldwide therefore face the difficult 

challenge of balancing innovation and economic growth with the protection of minors in 

increasingly AI-mediated digital spaces. 

 

2.1.  Sociological implications of AI on children 

Artificial intelligence has become deeply integrated into everyday social interactions, 

particularly through social media platforms, gaming environments, and algorithmically 

personalized content. However, the complexity and opacity of AI systems - often described 

through the “black box” phenomenon - contribute to widespread societal uncertainty and 

mistrust regarding how these technologies operate and influence behavior (BALTA et al. 

2019: 7–11). Combined with the influence of social media, AI is reshaping how individuals 

work, communicate, and perceive reality at an unprecedented pace. 

Platforms such as Instagram and TikTok rely heavily on AI-driven recommendation 

systems to personalize user experiences, curate content feeds, and maximize engagement. 

While these systems are commercially effective, children are particularly vulnerable to the 

spread of harmful or misleading content, which often circulates more rapidly than accurate 

scientific information (VOSOUGHI 2018). Research has shown that Instagram’s 

recommendation systems are more likely to expose younger users to inappropriate and 

sexualized content than adults (HOWRITZ 2024). Concerns surrounding these platforms 

have intensified in recent years. In late 2024, a bipartisan coalition of fourteen U.S. 

attorneys general filed lawsuits against TikTok, alleging that the platform intentionally 

contributes to addictive behavior among minors and negatively impacts their mental health 

(LEVENSON 2024). Although TikTok briefly faced restrictions in the United States, 

including temporary removal from app stores, the platform ultimately remained available 

following political negotiations and executive intervention (VERGE 2025). Despite 



 

 

 

 

 

 

CURENTUL JURIDIC                                                                                                    75 

growing controversy, TikTok continues to be one of the most widely used social media 

platforms among users aged 12 to 17 (HATIM 2023). 

European regulators have likewise increased scrutiny of social media platforms. The 

European Commission launched formal proceedings against TikTok under the Digital 

Services Act (DSA), citing concerns regarding insufficient age verification measures and 

the exposure of minors to harmful content, with potential fines reaching $368 million 

(BROWN 2024). Nevertheless, the experiences of both the United States and the European 

Union demonstrate that platform bans alone are unlikely to effectively address the broader 

societal harms associated with AI-driven social media ecosystems. 

Beyond content recommendation systems, AI has significantly transformed children’s 

interpersonal relationships and emotional development. Digital platforms enable children 

to connect with peers globally through social media, gaming environments, and virtual 

communities (NEUGNOT – LAURENTY 2024: 11–15). However, these developments also 

create new risks. AI-generated deepfake imagery, including non-consensual sexually 

explicit content created through systems such as Grok, has emerged as a serious issue 

contributing to gender-based violence and creating environments of fear within schools 

(NAZAKAT – MALIK 2024: 26-42). In 2025 alone, approximately 1.2 million young people 

reported that their images had been manipulated into explicit deepfake material. As a 

result, UNICEF publicly declared that AI-generated sexual deepfakes involving minors 

should be treated with the same urgency as offline abuse (United Nations 2026). 

Children may also struggle to distinguish between authentic human relationships and 

interactions with AI-powered avatars or chatbots. Because these systems are increasingly 

designed to imitate emotional responsiveness and human communication patterns, 

children may form emotional attachments to AI entities or rely on them for social support. 

Such relationships may ultimately contribute to emotional isolation, loneliness, and 

difficulties in developing genuine interpersonal connections.  

AI technologies are additionally being exploited by online predators to facilitate 

grooming and manipulation. In response, law enforcement agencies have begun utilizing 

AI-driven tools to combat these threats. Authorities in several jurisdictions have deployed 

chatbots designed to mimic children in online environments in order to identify predators 

and gather evidence (VAN DER HOF 2019). Similarly, the Internet Watch Foundation in the 

United Kingdom has developed preventive chatbot systems intended to intervene before 

offenders target real children. Private companies have also contributed technological 

solutions. Microsoft’s Project Artemis, for example, uses predictive AI systems to analyze 

conversations in real time and identify potential grooming behavior (Europol 2024). 

Beyond immediate safety concerns, AI systems increasingly shape children’s identity 

formation, self-perception, and worldview. Algorithmically curated content continuously 

reinforces particular values, beauty standards, and behavioral patterns, often encouraging 

social comparison and exacerbating mental health challenges among young users. 

Moreover, AI-driven profiling and behavioral prediction systems raise broader ethical 

concerns regarding surveillance, manipulation, and autonomy. Children’s personal data 

may be leveraged for targeted advertising, ideological influence, or commercial 

exploitation at a stage when they are still developing an understanding of privacy, consent, 

and personal freedoms. 
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For these reasons, AI literacy must become a fundamental component of modern 

education. Children growing up in AI-mediated societies will require the ability to 

distinguish between human-created and AI-generated content, identify trustworthy sources 

of information, recognize hallucinations produced by AI systems, and use AI tools 

responsibly in educational and professional contexts. Importantly, current debates 

increasingly recognize that technical literacy alone is insufficient. Children must also 

understand how recommendation algorithms influence their behavior, how misinformation 

spreads online, and how emotionally manipulative systems may shape perceptions of 

reality. Consequently, scholars and policymakers increasingly argue that education 

systems should place equal emphasis on preserving uniquely human skills - including 

empathy, creativity, interpersonal communication, emotional intelligence, and critical 

thinking. 

At the same time, completely excluding children from AI technologies may ultimately 

disadvantage them in adulthood, particularly as AI becomes deeply integrated into labor 

markets, education, and everyday life. The challenge, therefore, is not to eliminate 

children’s interaction with AI, but to ensure that such interaction occurs within 

environments that continue to prioritize meaningful human relationships, peer interaction, 

and emotional development (VUICIC 2025). 

 

2.2.  Legal and regulatory responses 

Governments have increasingly sought to address the risks associated with AI-driven 

online environments through legislative and regulatory measures. In the United States, 

several states have adopted child-focused social media regulations. New York enacted the 

Stop Addictive Feeds Exploitation (SAFE) for Kids Act, requiring platforms to limit 

algorithmically curated feeds and restrict late-night notifications for minors. Other states, 

including Arkansas, Louisiana, and Florida, introduced legislation establishing minimum 

age requirements or parental consent obligations for social media usage by minors. 

However, several of these initiatives have faced constitutional challenges, particularly 

regarding potential conflicts with minors’ First Amendment rights. 

In contrast, the European Union has pursued a broader regulatory strategy focused on 

platform accountability, data protection, and systemic risk mitigation. The Artificial 

Intelligence Act (AI Act) establishes risk-based obligations for AI systems, including 

enhanced transparency, safety standards, and human oversight requirements for high-risk 

applications. Complementing this framework, the Digital Services Act (DSA) imposes 

obligations on large online platforms to mitigate risks affecting minors, including harmful 

recommendation systems and addictive platform design. The Digital Markets Act (DMA) 

further limits the exploitation of users’ personal data for targeted advertising purposes, 

especially concerning children. These measures build upon the protections already 

provided by the General Data Protection Regulation (GDPR), which grants enhanced 

safeguards for children’s personal data. The influence of EU regulation extends beyond 

Europe itself. Through the so-called “Brussels Effect,” many jurisdictions and companies 

worldwide have adopted standards modeled after the GDPR and emerging European AI 

regulations (IAPP 2025). 

Despite these legislative efforts, practical enforcement challenges remain significant. 

Social media platforms often lack effective age and identity verification systems. The scale 

of the issue is illustrated by the fact that Facebook reportedly deleted 3.5 times more fake 
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profiles than the entire global population, demonstrating the ease with which users can 

create anonymous or multiple accounts (MERTON-MCCANN 2024). Consequently, legal 

regulation alone cannot fully eliminate risks associated with online manipulation, 

misinformation, scams, and harmful content exposure. 

Existing legal frameworks nevertheless provide important protections. In the United 

States, FERPA safeguards educational records, COPPA requires parental consent for the 

collection of children’s data under thirteen, and the Federal Trade Commission (FTC) has 

increasingly relied on Section 5 of the FTC Act in cases involving AI systems and data 

governance practices. 

A broader philosophical divide remains visible between the European and American 

approaches to AI governance. While the European Union generally emphasizes 

precaution, data protection, and risk mitigation, the United States more frequently frames 

AI as an economic and strategic opportunity. Although innovation remains essential, AI 

governance requires a nuanced approach that acknowledges both opportunity and risk. AI 

systems remain imperfect: they may hallucinate, incorrectly flag content, or produce 

discriminatory outcomes, which makes meaningful human oversight indispensable. 

From a legal perspective, the divergence between the European and American 

approaches to AI governance reflects deeper constitutional and philosophical differences 

regarding the relationship between the state, the market, and fundamental rights. The 

European Union generally adopts a precautionary and rights-based model rooted in the 

protection of human dignity, privacy, and consumer rights. This approach treats online 

platforms and AI systems as entities capable of creating systemic societal risks that justify 

extensive regulatory oversight. Consequently, the EU has focused on ex ante regulation 

through comprehensive legislative instruments such as the AI Act, GDPR, DSA, and 

DMA, which impose obligations before harm occurs. In this framework, child protection 

is treated as a collective societal responsibility requiring strong platform accountability, 

transparency obligations, and restrictions on exploitative data practices. By contrast, the 

United States has traditionally favored a more market-oriented and innovation-driven 

approach grounded in constitutional protections of free expression and economic liberty. 

American lawmakers and courts are generally more cautious about regulatory 

interventions that may interfere with First Amendment rights or hinder technological 

development. As a result, U.S. regulation often emerges through fragmented state-level 

initiatives, sector-specific legislation, litigation, and post hoc enforcement mechanisms 

rather than through a unified federal framework. This approach arguably provides greater 

flexibility for innovation and economic competitiveness, particularly in the rapidly 

evolving AI sector, but may simultaneously create regulatory inconsistencies and weaker 

preventative safeguards for children (BRADFORD 2024). 

Determining which model is ultimately more effective remains complex. The European 

model offers stronger preventative protections and clearer legal obligations for technology 

companies, particularly regarding harmful recommendation systems, data exploitation, 

and platform accountability. The “Brussels Effect” demonstrates the practical influence of 

this framework, as multinational companies frequently adopt EU standards globally in 

order to simplify compliance operations. However, critics argue that excessive regulation 

may slow innovation, increase compliance costs, and discourage investment in emerging 

technologies. Smaller companies and startups may face disproportionate burdens when 

attempting to comply with highly technical regulatory requirements, potentially 
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consolidating the dominance of large technology corporations already capable of 

absorbing such costs. 

The American approach, on the other hand, may better support technological 

innovation, economic growth, and rapid AI development. The comparatively flexible 

regulatory environment encourages experimentation and private sector investment, 

allowing companies to develop new AI applications at a faster pace. Nevertheless, the 

absence of a comprehensive federal AI framework may leave significant gaps in child 

protection, particularly regarding algorithmic transparency, platform accountability, and 

age verification standards. Furthermore, reliance on litigation and reactive enforcement 

may fail to adequately address harms before they occur. 

In practice, neither approach appears sufficient on its own. The borderless nature of 

digital platforms and AI systems creates significant enforcement difficulties for purely 

national or regional regulatory models. Harmful content, online grooming, deepfake 

exploitation, and AI-driven manipulation frequently transcend jurisdictional boundaries, 

while technology companies often operate simultaneously across dozens of legal systems. 

Consequently, the development of some form of international coordination or common 

governance framework may become increasingly necessary. 

One possible solution could involve the establishment of an international AI 

governance body operating similarly to existing international organizations in fields such 

as aviation, trade, or public health. Such an institution could develop minimum global 

standards concerning child safety, algorithmic transparency, age verification practices, AI 

ethics, and platform accountability. Alternatively, states could negotiate a multilateral 

international agreement specifically focused on trustworthy AI and online child protection. 

A harmonized framework could improve cross-border cooperation, facilitate information-

sharing between regulators and law enforcement agencies, and reduce the ability of 

harmful actors to exploit regulatory loopholes between jurisdictions. 

However, substantial obstacles complicate the creation of a unified international 

framework. States differ significantly in their constitutional traditions, political priorities, 

economic interests, and cultural understandings of privacy, free speech, and government 

oversight. Geopolitical competition surrounding AI development further reduces the 

likelihood of comprehensive global consensus. Many governments may also resist 

international oversight mechanisms that could limit national sovereignty or domestic 

economic competitiveness (YILMAZ 2026). 

Practical enforcement challenges would likewise remain considerable. Even if 

common standards were adopted, ensuring compliance by multinational technology 

companies operating across multiple jurisdictions would require robust monitoring and 

enforcement mechanisms. Developing countries may additionally lack the institutional 

capacity or technological resources necessary to implement advanced AI oversight 

systems effectively. Furthermore, rapid technological development risks rendering 

international agreements outdated before meaningful implementation can occur. 

For these reasons, the most realistic short-term solution may not be the creation of a 

fully centralized global regulatory authority, but rather the gradual development of 

interoperable international standards and cooperative governance mechanisms. Increased 

collaboration between states, regional organizations, technology companies, academic 

institutions, and civil society actors could help establish shared principles for trustworthy 

AI while preserving sufficient flexibility for innovation and national legal differences. In 
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the long term, effective child protection in AI-mediated digital environments will likely 

depend on achieving a careful balance between innovation, human rights, democratic 

accountability, and international cooperation. 

 

2.3. Economic dimensions of AI-driven child protection 

Artificial intelligence also carries substantial economic implications in the context of 

online child protection. AI-powered content moderation has rapidly developed into a major 

global industry, with the automated moderation market projected to grow from $1.03 

billion in 2024 to $1.24 billion in 2025, representing a compound annual growth rate of 

20.5% (The Business Research Company 2025). 

Beyond moderation itself, AI technologies generate new economic opportunities 

across digital platforms. Social media, content creation, and online entertainment 

increasingly rely on AI-assisted tools, enabling the emergence of new professions and 

revenue streams for creators, influencers, educators, and digital entrepreneurs. AI may also 

support broader child welfare systems. Recent proposals concerning foster care reform 

suggest that predictive AI systems could assist social workers in identifying patterns 

associated with neglect, instability, or heightened vulnerability, thereby improving 

placement stability and resource allocation. Nevertheless, scholars caution that such 

systems must remain transparent, explainable, and subject to human oversight to avoid 

discriminatory outcomes. 

AI additionally offers economic benefits by supporting regulatory compliance and 

reducing operational costs. Automated systems can assist companies in complying with 

evolving child protection and privacy laws while significantly reducing the psychological 

burden placed on human moderators exposed to harmful material (Cambridge Consultants 

2019). Furthermore, AI-driven educational technologies and adaptive learning systems 

may contribute to long-term social mobility by improving educational access for 

disadvantaged children and reducing structural inequalities. 

However, these opportunities also highlight the importance of developing explainable 

and trustworthy AI systems. The complexity of AI technologies often makes it difficult 

even for developers themselves to fully understand how systems generate certain outputs. 

This lack of transparency complicates both regulatory enforcement and public trust. AI 

technologies can simultaneously be used to combat child exploitation and facilitate 

harmful activities such as grooming, misinformation, or the creation of CSAM material 

(FARID 2024). Consequently, AI must be understood as a fundamentally dual-use 

technology capable of serving both beneficial and harmful purposes. 

Ultimately, meaningful child protection in digital environments cannot rely exclusively 

on legislative intervention. Effective governance also requires internal accountability 

within technology companies themselves, including robust ethical guidelines, monitoring 

procedures, and human-centered development practices. Trustworthy AI systems are not 

only socially desirable but economically advantageous, as consumers are increasingly 

unlikely to adopt technologies perceived as unsafe or harmful. Long-term innovation 

therefore depends not merely on technological advancement, but on the ability to develop 

AI systems that remain reliable, transparent, and aligned with human well-being. 
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3. HOW AI CAN BE USED TO PROTECT CHILDREN ONLINE 

 

Although artificial intelligence presents significant risks for children in digital 

environments, it also possesses substantial potential as a tool for online child protection 

when developed and implemented responsibly. The effectiveness of AI in this context 

depends not only on technological sophistication, but also on the establishment of 

trustworthy governance frameworks, ethical safeguards, and meaningful human oversight. 

A central requirement for responsible AI development is the creation of internal 

accountability mechanisms within technology companies themselves. Developers should 

implement AI ethics committees capable of reviewing products throughout every stage of 

development and deployment, while regularly conducting risk assessments to identify 

potential harms, including bias, misinformation, privacy violations, or discriminatory 

outcomes. Transparency is equally essential. AI systems affecting children should remain 

explainable to users, regulators, and external oversight bodies, as transparency both 

strengthens public trust and promotes long-term economic sustainability. Audit trails 

documenting AI decision-making processes may further assist regulators and independent 

experts in verifying legal compliance and ethical standards. 

At the same time, governments can encourage the development of trustworthy AI 

through incentive-based regulatory approaches rather than relying exclusively on 

restrictive legislation. Financial incentives, such as tax benefits, grants, or public-private 

partnerships, may encourage companies to prioritize ethical AI development and invest in 

safer technologies. Such measures could also support the emergence of self-regulatory 

initiatives, including voluntary safety commitments, trustworthy AI certifications, or 

industry-wide best practices comparable to existing cybersecurity or environmental 

standards. 

Combining internal corporate accountability with external pressure from governments, 

civil society organizations, consumers, and independent watchdog institutions may 

therefore create more effective AI safety standards while preserving technological 

innovation. This balance is particularly important in the context of children, who remain 

among the most vulnerable users of digital technologies. If AI systems are perceived as 

safe, transparent, and ethically reliable, their full protective potential can be more 

effectively utilized. 

One of the most significant advantages of AI lies in its capacity for proactive risk 

detection. Traditional moderation systems frequently operate reactively, removing harmful 

content only after damage has already occurred. AI-driven systems, however, can identify 

behavioral patterns associated with grooming, cyberbullying, harassment, exploitation, or 

self-harm before these situations escalate. Machine learning tools may analyze suspicious 

communication patterns, repeated contact attempts, abnormal engagement behaviors, or 

concerning keyword combinations in real time, enabling moderators or law enforcement 

agencies to intervene more rapidly and effectively. 

Similarly, AI technologies can significantly strengthen efforts to combat child sexual 

abuse material (CSAM) and online predatory behavior. Advanced AI systems are capable 

of identifying illegal content, detecting grooming patterns, and assisting investigators in 

dismantling exploitation networks with far greater efficiency than traditional moderation 

methods alone. Cross-platform cooperation could further enhance these efforts. AI systems 

capable of securely sharing hashes of illegal content, behavioral indicators, or threat 
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patterns across platforms may improve coordinated responses against online predators 

operating simultaneously across social media services, gaming environments, and 

encrypted communication channels. Nevertheless, such measures must remain 

proportionate and subject to strict legal oversight in order to prevent excessive surveillance 

and protect fundamental rights (HAKAMI – TAZEL 2024). 

AI also offers opportunities to create safer and more development-oriented online 

experiences for children. Recommendation algorithms on social media and video-sharing 

platforms could be designed to prioritize educational, age-appropriate, and socially 

beneficial content rather than maximizing engagement through sensationalist or harmful 

material. In educational contexts, AI-driven personalization systems may adapt learning 

environments to children’s individual needs and pace of development while 

simultaneously identifying signs of emotional distress, cyberbullying, social withdrawal, 

or harmful online exposure. AI-assisted educational software could therefore support 

earlier intervention by teachers, parents, or guardians when children appear to be at risk 

(LEE – KWON 2024). 

Another important area of innovation concerns age verification and online identity 

management. Existing child protection frameworks often struggle to verify users’ ages 

effectively without creating significant privacy concerns. AI-based age estimation 

technologies may provide less invasive alternatives to traditional identification systems if 

implemented transparently, proportionately, and with appropriate safeguards. Such 

technologies could assist platforms in restricting children’s access to age-inappropriate 

services or harmful content while minimizing unnecessary data collection. At the same 

time, human oversight remains indispensable because AI systems continue to produce 

false positives, biased outcomes, or inaccurate assessments resulting from technical 

limitations or flawed training data. Overreliance on automated moderation may lead to 

unjustified censorship, privacy violations, or the marginalization of vulnerable groups. 

Consequently, many experts advocate for hybrid moderation systems that combine the 

efficiency of AI with meaningful human accountability and review mechanisms (KÖHLER-

DAUNER 2025). 

The long-term success of AI-driven child protection also depends heavily on digital 

literacy and public education. Children, parents, and educators must be equipped not only 

with technical knowledge, but also with the critical thinking skills necessary to navigate 

increasingly AI-mediated digital environments safely. Understanding how 

recommendation algorithms function, how deepfakes are created, or how manipulative 

online behaviors emerge has become essential for responsible internet use. Accordingly, 

AI literacy should become a central pillar of educational curricula and public awareness 

strategies. 

Beyond technical education, children must continue to develop uniquely human 

capabilities that AI cannot replace, including empathy, interpersonal communication, 

creativity, emotional intelligence, and social resilience. The objective should therefore not 

be to isolate children from artificial intelligence entirely, but rather to ensure that AI 

complements - rather than replaces - healthy human interaction and emotional 

development. 

International cooperation will likewise remain essential in addressing AI-related risks 

affecting children. Online platforms and AI systems operate across national borders, while 

legal and regulatory systems remain fragmented. Without greater international 
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coordination, harmful actors may exploit inconsistencies between jurisdictions and evade 

enforcement mechanisms. Effective child protection in digital environments therefore 

requires cooperation among states, international organizations, technology companies, 

researchers, and civil society actors in order to establish common standards for trustworthy 

AI, platform accountability, and online child safety. 

Ultimately, artificial intelligence should not be viewed solely as a source of risk, but 

as a dual-use technology capable of both harm and protection. Its societal impact will 

depend not on the technology itself, but on the ethical, legal, economic, and institutional 

frameworks within which it is developed and deployed. Properly governed AI systems 

have the potential to become some of the most effective tools available for protecting 

children in increasingly complex digital environments. 

 

4. CONCLUSION 

 

Artificial intelligence is rapidly transforming the digital environments in which 

children learn, communicate, socialize, and develop their identities. As this study has 

demonstrated, AI simultaneously creates unprecedented opportunities and serious risks for 

child protection online. The growing influence of algorithmically curated content, 

emotionally responsive AI systems, deepfakes, online grooming, and AI-assisted 

manipulation raises significant sociological, ethical, legal, and economic concerns. At the 

same time, AI technologies also possess considerable potential to improve online safety, 

detect harmful behavior proactively, support educational development, and strengthen 

child protection mechanisms across digital platforms. 

The central challenge identified throughout this research is therefore not whether AI 

should be integrated into child protection efforts, but rather how such integration can occur 

responsibly. The findings suggest that purely prohibitionist or overly restrictive 

approaches are unlikely to provide effective long-term solutions. Children are growing up 

in increasingly AI-mediated societies and excluding them entirely from these technologies 

would likely create new educational and social disadvantages. Instead, the objective should 

be to develop governance frameworks that ensure AI remains human-centered, transparent, 

accountable, and supportive of children’s well-being. 

The comparative analysis of the United States and the European Union further 

illustrates the tension between innovation and regulation that currently defines global AI 

governance. While the European Union emphasizes precaution, data protection, and 

platform accountability through instruments such as the AI Act, the DSA, DMA, and 

GDPR, the United States more frequently frames AI as a strategic and economic 

opportunity. Both approaches offer valuable insights, yet neither alone provides a complete 

solution. Excessive deregulation may expose children to serious harm, while 

overregulation risks hindering innovation, technological competitiveness, and the 

development of beneficial AI applications. A balanced regulatory model is therefore 

necessary - one capable of protecting fundamental rights without preventing technological 

progress. 

This study also highlights that effective child protection cannot rely solely on 

legislative intervention. Technology companies themselves must assume greater 

responsibility for the development and deployment of AI systems. Internal ethical 

oversight, transparency measures, explainable AI systems, regular risk assessments, and 
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meaningful human supervision are essential components of trustworthy AI governance. In 

particular, human oversight remains indispensable because AI systems continue to produce 

biased outcomes, false positives, and inaccurate assessments that may disproportionately 

affect vulnerable individuals, including children. 

At the societal level, digital literacy emerges as one of the most important long-term 

protective mechanisms. Children, parents, educators, and policymakers must develop a 

deeper understanding of how AI systems function, how recommendation algorithms 

influence behavior, how misinformation spreads, and how manipulative digital practices 

operate. However, technical competence alone is insufficient. As AI increasingly imitates 

emotional interaction and social behavior, preserving uniquely human qualities - including 

empathy, emotional intelligence, critical thinking, creativity, and authentic interpersonal 

relationships - become equally important. 

Economically, the study demonstrates that trustworthy AI and child safety should not 

be viewed as obstacles to innovation, but rather as preconditions for sustainable 

technological development. Public trust increasingly influences the success of digital 

platforms and AI systems. Technologies perceived as unsafe, exploitative, or 

psychologically harmful are unlikely to maintain long-term societal legitimacy. 

Consequently, investing in ethical, transparent, and child-centered AI systems may 

simultaneously promote innovation, consumer confidence, and economic competitiveness. 

Finally, because AI systems and digital platforms operate globally, meaningful child 

protection will ultimately require stronger international cooperation. Regulatory 

fragmentation creates opportunities for harmful actors to exploit jurisdictional gaps, while 

inconsistent standards undermine accountability efforts. Future governance frameworks 

must therefore involve coordinated cooperation among states, international organizations, 

technology companies, researchers, educators, and civil society actors in order to establish 

common principles for trustworthy AI and online child safety. 

Artificial intelligence should ultimately be understood as a dual-use technology 

capable of both harm and protection. Its long-term societal impact will depend less on the 

technology itself than on the ethical, legal, and institutional choices that shape its 

development and implementation. If governed responsibly, AI has the potential not only 

to mitigate online harms affecting children, but also to contribute to safer, more inclusive, 

and more supportive digital environments for future generations. 
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